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Chapter 4
E-Government

Once I’ve first met the idea of e-Government I had not the slightest clue of what it might be.  Now that I’ve seen its possibilities, I have not the slightest clue of what it will be.

Along with the evolution of technologies, life standards and everyday needs are changing and growing rapidly. Still, the idea of law and order remains, and so the new era for today’s Government has started. A great impact on economy, society, and education is delivered through a simple wire. The key word is communication. Advances in technology have offered electronic methods for delivering services for citizens (such as documentation retrieving and information gathering).

This chapter is supposed to clarify what e-Government is all about, how it can be started, as well as developed further, and what are the basic technologies and principles underneath these services. 

4.1 Introduction 
With the development of communication technologies we are meeting new service delivery opportunities that are transforming the Government, as we know it. E-Government is the electronic version of doing business with private and public entities with stronger citizen centricity, improved efficiency, and deeper introspective. [NECC2000].

Through this channel Citizens, Business Partners, Employees, and Governments are brought together and connected securely using the technologies and standards of the Internet, both public and private networks. With this kind of managing affairs correspondence with the users is freed of temporal and special limitations. Citizens can communicate with the officials whenever they need to in order to attend to whatever manner possible, wherever they find themselves. [Vaskovic22]. 

E-Government is more then just another Website. It is a hole machinery with a core made of well designed informational system, with many databases that can exchange data among one another, carefully chosen and defined services delivered through simple, easy-to-understand and reliable applications, with strict data flow and managing rules, and serious organizational and legal support. However, in order to achieve the effectiveness it is supposed to, it needs a perfect portal. Well-designed and organized e-Government is promoting, advertising and even developing itself on it own. [Figure 1.1]

Despite the obvious difficulty with defining the usage of e-Government we shall now look into it: issuing permits, licenses, and certificates, various payments and transactions, communication with authorities, interoperability among agencies and sectors of one Government (and internationally as well), fighting crime and possible disasters, communication with and between the employees and employers, information gathering, registering, ordering, purchasing, advertising, and many left unmentioned.
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Figure 1.1:
e-Gov portal

Legend:
e-Gov – e-Government



app – application



DB - database

Comment:
Citizens, Employees, Businesses, and Agencies can access government services at a reduced cost, regardless of which agency actually provides the service, with appropriate security check, both on citizens and agencies.

Now we shall focus on the benefits that digital transactions can offer. Starting an e-Government initiative and introducing first projects is asking for serious investments, but it has been proven by the pioneers of e-Government, that with a right idea, leadership and understanding of financers it is possible to start this project and enjoy its benefits in a short time. Due to reduced time and effort investments we get the efficiency and comfort that have not existed so far, and cost savings in conducting everyday transactions are remarkable. Furthermore, a large amount of information on citizens, companies, properties, etc. that every government is collecting is now included in a single informational system, with reduced redundancy, improved accuracy and automatic update possibilities. In the end, let us conclude with a list of the most mentioned benefits: efficiency, comfort, cost savings, progress, permanency, and reduced redundancy. 

4.2 E-Government architecture 

Once the idea of e-Government was born it asked for a major change in the way governments were doing businesses with citizens and partners. E-Government is not an IT issue, but an economic, structural adjustment, and business strategy issue. The main enablers and barriers to the delivery of e-Government are not just technical and legislative, but cultural and social and they include strong political leadership, commitment to funding, an enabling regulatory environment, strong collaboration between federal and local governments, as well as between public and private sector, integration of technology, and setting of standards and protocols.

In Figure 2.1 we have shown a model that could be used to present the complexity of e-Government architecture, consisting of several segments: a) sub-infrastructures, b) legislative and technical constrains, and c) applications [Ivkovic98]. As you can see, e-Government is not just a set of well-designed applications, it is a serious strategic issue. In order to gain benefits of this kind of modernization, governments need a serious transformation. First of all the traditional government model should be redesigned through legislation and modification of existing statutory and regulatory requirements. Secondly, a strong IT leadership is needed to recognize the technology and competent human resources for developing, implementing, and supporting this technology, as well as for defining a strategy for introducing e-Government.  

Technical infrastructure is the very basis of e-Government. It is the physical network itself, but not only what we usually refer to as the Internet, since E-Government is not just about access to the Internet; it also includes services delivered by telephone, digital TV, and kiosks [Boylee2000].  With a combination of the government’s internal IT infrastructure and the external public infrastructures we get the combined infrastructure as important for enabling government processes in the future as the traditional physical infrastructure of roads etc. has been in the past. Multiple wide area networks (WANs) spanning across different geographic locations, departments, Ministries, and functional groupings, require different support staff with understanding of details of the network standards. A strategy of customer-centric services requires a common infrastructure based on agreed-upon technical and operational standards across multiple government organizations with a central coordination function and a central network point.  Networks need to be improved and move towards new communication technologies with higher security level. Optical cables seem to be a suitable solution since they are already wide spread, and it is important to realize that improvements must be compatible with technologies already in use.  


Figure 2.1:
e-Government infrastructure

Legend:
G2C – Government to Citizen
G2B – Government to Business
G2E – Government to Employees
G2G – Government to Government
Comment:
Creating e-Government is more then just a technical issue. It implies legislative issues as well, and setting up the protocols and standards of networking.

Above this basic infrastructure one can find many private and public intranets with or without restricted approach, many networks, divided into LANs (local area networks) and WANs (wide area networks) communicating with the rest of the system and delivering packets through their servers and routers.  Government has the responsibility for gathering and processing data correctly, and its intranet is a basic communicational, informational, and organizational tool for managing digital documentation.
The entire system is operating on strictly defined protocols, such as TCP/IP. This protocol has defined how the packages are created, delivered, protected, routed, corrected returned to original sender, and etc. Physical network is imperfect, the transmitted signal can be corrupted and therefore delivered information can include errors as well. Besides the error handling carried out by IP with checksums and control bits, there is another very important protocol called Internet Control Message Protocol (ICMP) developed for error and control handling, when it comes to routing and delivering. Beside this, frames from higher levels, such as TCP and UDP include controls for the contents of messages (data), also based on checksums.  But all of this is beneath sight of an average user. 

Text, images, video, and audio contents are presented with the concept of hypertext, and the turning point was the introduction of the language called HTML, the protocol for sharing of hypertext information (included in TCP/IP), and the system program called Browser (for viewing of hypertext information coded in HTML). Now days there are tools for easy designing and creating contents on the Internet and for fast search for documents (search engines). There are two basic approaches to Internet search:  indexing based search (such as Altavista – information can only be found if it is indexed first, and that takes time) and links-based search (such as Spiders - recommended for the so-called mission critical businesses). For more sophisticated design and WWW contents usage of HLL (High Level Language), such as Java is recommended. Documents are stored at the server site, which is actually a program (running on the machine also called server) that responds to HTTP (Hypertext Transfer Protocol) requests. The user/viewer of the document is located at the client site. What we have just explained is a classical client/server architecture that is mainly used in the concept of WWW (world wide web) [Figure 2.2]. It can include static contents (as explained so far) or  dynamic contents, which implies maximal interaction between a WWW client and a WWW server. Dynamic WWW contents are ideal for online transactions such as shopping. [Milutinovic2001] 

All that was mentioned so far is nothing new to communities with Internet resources. So what is it that makes e-Government so special? It is the integration of all informational systems in one state, on local and federal level. In order to provide services to citizens and others it is necessary to bring all of collected and stored data together, to keep the information accurate and up-to-date, to avoid redundancy, dissemination and data collision. This can be a problem since, usually, different ministries keep information on citizens, companies, and properties. Once this system is developed, together with security check and access control, and filled with data, applications can be developed. Now, we shall define some terms regarding this issue [NECCC2000]:


Figure 2.2:
Basic client/server architecture

Legend:
HTML – Hypertext markup language
HTTP – Hypertext transfer protocol
WWW – World Wide Web

Comment:
Note that the client runs a WWW browser program that initiates the HTTP request, and the WWW server responds by sending the information that is stored at the prespecified location.
Privacy – The information provided for a specific transaction will not be used for purposes not authorized by the provider;

Security – Protection from intended and unintended breaches, loss or dissemination of data;

Authentication – The assurance of the identity of parties to a transaction;

Confidentiality – No eavesdropping on the transaction in progress;

Integrity – The data received is the exact data that was sent, not altered;

Non-repudiation – No one can take place in an action and deny it;

Access control  - Strict access limitations are needed.

In order to achieve appropriate security level algorithms have been developed, thanks to modular mathematics. The area of science that is dealing with these algorithms is called encryption. There are two basic types of encryption algorithms, symmetric and asymmetric. The most famous symmetric algorithm is called DES, invented in 1977, still presents the basis of encrypting. Basically it is done in 16 steps, message is being split in left and right part, coded with new permutation of the key in each step until the final permutation. This simplification of the algorithm supposes to show you that algorithm is not difficult to understand, but with very long data sequences (counting in bits), difficult to break. The other famous algorithm is called RSA, developed in 1977, and works with two keys, private and public. Most often these two algorithms are being combined, so that the advantages of both of them are put to work. RSA is being used to exchange the keys that will be used in the session (it is safer but slower algorithm) and then DES is used for the rest of the session (it is faster, and sessions don’t last long enough to break the key). When it comes to authentication check what we use are digital signatures. With special hashing algorithms message digest is made and encoded with the senders key and the result is called digital signature. Then the message and the signature are sent away. The receiver has senders public key, decodes the signature, makes message digest with the same algorithm and compares it to the one he got from the signature. If they are equal everything is in order, and if not the message was altered. This way sender cannot deny the content of the message and no on third part can alter or impose a message of their own (unless they know senders secret key). But how do we get someone’s public key? This is resolved with digital certificates. Certification authority is in charge of issuing digital certificates, which are actually electronic documents with important information on the owner and public key as well, sealed with digital signature. When you communicate with an entity over the Internet, your browser is looking into these certificates, but you are the one that decides whether to trust the authority that issued the certificate. 

  Now we have, more or less defined the core of e-Government, but some form of legislative revisions, as current laws, rules, and regulations may not recognize the legality of electronic documents and processes are also needed. Legislation should ensure the following: electronic authorizations, validity of electronic contracts and documents, laws on electronic businesses, digital signature, in short, a legal framework that treats electronic processes and traditional processes equally. [NECC2000]

Some of the major risks in conducting digital government affairs are [Drakulic2001]:

· Exterior attacks on sites, national and global infrastructure, informational systems, data delivery;

· Corruption and organized crime, economical and financial frauds,

· Electronic espionage and sabotage;

· Endangering rights and freedoms of citizens, intellectual property protection;
· Monopolization in managing government affairs.
These problems can be resolved with delivering of laws and regulations for all of the above, delivering of particular law for each issue, or simply by adjusting the existing laws. Making new regulations rather then just rewriting the existing ones is recommendable. Beside legislation, common standards and policies are ensuring data integrity, efficient data communication and effective return on capital investment. These standards and policies should be based on Open Standards, wherever possible, supportive of contestable supply from multiple vendors, intended to deliver interconnection between products from diverse vendors, and able to support a very scaleable infrastructure. [NZGISPS2000]

Current standards suggested by IETF (The Internet Engineering Task Force) relevant to e-Government are:

· TCP/IP as the network protocol

· SMTP and IMAP for mail transport

· LDAP for Directory services

· HTTP for delivery of client transactions and information.

4.3 Digital Government Applications
There are several classes of applications [Vaskovic22], and we shall discuss the most important ones:

1. G2C – Government to Citizen, applications are online services and Digital Democracy (explained later);
2. C2G – Citizen to Government, communication between citizens and the authorities;
3. G2B – Government to Business, supplying, information gathering and services for business associates of government;
4. B2G – Business to Government, communication between business partners and the authorities;
5. G2E – Government to Employees, developed for government employees and their education, instructions, advertising, and ‘chat rooms’;

6. G2G – Government to Government, communication with other governments and for communication within one government.

Applications that could be developed to allow businesses, citizens, and other governments to interact with the Government digitally can be divided into four major categories [Vaskovic22]: Information gathering, Interactive service delivery, Online supplying, and Digital democracy.
Information gathering is most widely used and has been available for since the beginning of the Internet Still, available information needs to be organized, visible and easy to access. Among available information one could find pieces on government services, agencies, and employees; event calendars, statistics, news, flight and train schedules; and many other useful links such as encyclopedias, museums, theaters, health centers etc.

When it comes to information gathering we are facing a need for standardized information tagging system, a need to expand the amount of accessible information, a need for developing  “expert systems” to access information, and a need to make the web the first place to put information, not the last. Information dissemination problem comes from widespread databases with lame evidence of integration. Expert systems can be of help when it comes to seeking for some kind of professional information, especially if one is not competent enough. [PPI2000]

Conducting government affairs is expensive, but if we could transfer some of the every day’s transactions into homes, offices, companies, etc., we would achieve better efficiency, as well as serious cost savings. Important thing is that the new way for conducting business will not abolish traditional ways, it will only help improving them. We get the automatic data gathering, automatic statistics, comfort, faster response to demands and permanency. Services that are being delivered digitally in some states are [PPI2000]: issuing and renewing permits and licenses, filing tax returns directly, paying tickets, bills, memberships, filing compliance forms, applying for visas, social security benefits, job positions, and etc.

Still the number of applications for online forms needs to be expanded and standardized, and online forms should be integrated so that they can use shared information about submitters. Governments need to cooperate with other governments so that the applications are interoperable. Assigning certificate bodies (in charge of assigning certificates) is one of the responsibilities that government is in charge of, important because of the confidence they require among citizens and foreign partners.

Online supplying brought us number of items that citizens and companies can purchase online and moved us to the center of virtual geography. Vendors are offering contestable goods, companies can bid on what is offered, and government has the possibility for making digital tenders for public purchases. Governments and distributors have improved collaboration on scheduling, prices, and just-in-time replenishment of supplies.

New problem is the monetary system that needs to be improved. The most widely used way of purchasing over the Internet is Credit Card, and it will be dominant for at least the next few years, although Electronic Cash can offer such benefits as anonymity of the buyer and global acceptance.

For improved communication between citizens and authorities governments have introduced Digital democracy. It is designed for Information gathering on government employees and activities, and for more interactive communication. Citizens can address authorities personally, and inform them on their opinion, suggestions and take initiative in developments, or even join the ‘chat rooms’, specially designed for discussions between citizens. Governments get the information on the nation’s reaction to important issues, and citizens get the opportunity to speak for themselves. Modern intranet in the use of government can be an appropriate ‘meeting place’, for having videoconferences.

Figure 3.2.
Digital Democracy

Legend:
Citizen Space, an example of digital democracy site

Comment:
Citizens of United Kingdom can access a so-called “Citizen Space” site through official government site. It has two segments: 1) Say so, for entering the chat room, and 2) Know how for information on elections and making complaints on public services.

a)

b)

Figure 3.3: 
Interactive service delivery

Legend:
epost – An agency in Canada for paying bills online
Simplymove – An agency in U.K. for change of address service

Comment:
Some examples are given for online services, both of which are easy to access and available from official government site. 

 In the text we have included figures that show examples of services and applications that we have mentioned (Figure 3.2 and Figure 3.3).

 4.4 Experience In The Field

Although many countries have already introduced the concept of e-Government, they are still improving their achievements, and looking for new aspects. How to start e-Government is a question that no one can give a unique answer to. It depends on the economical, political, legal, social, and political situation in particular country. The connecting point for all leading industrial environments is that the use of Internet is increasing each year (Figure 4.1). 

E-Government relays not only on Internet delivery, but telephone, digital TV, and kiosk delivery as well. However, around the world a growing gap between those who are and who are not able to access and use ICTs, between young and old, between city and country, and between different ethnic and socio-economic groups, is being identified, referred to as the digital divide. For example, in the US most of government efforts to implement electronic services are Internet-focused, and in Netherlands and Finland, telephone is given an important role in service delivery. In UK and Australia Interactive Voice Response and call centers are also widely used, as well as digital TV in UK. Another impact on the ability of the state for introducing electronic payment system comes from the number of citizens who have bank accounts. In Australia, Finland, and Netherlands most citizens have bank accounts, which is not the situation in the UK and US. Finland, for example, prefers using electronic ID card that enables the holder to do business with both private sector and government agencies.

Now we shall look into some of the first e-Government initiatives: 

1. One of the first e-Government programs was Multimedia Victoria (MMV) in Victoria, with initial strategy document in 1995. The need for kiosk project was identified, as well as the need for system that could support multiple agencies and delivery channels.  In Australia, in 1999, over 18% of all households had home Internet access (79% of that in major cities), and about seven million mobile phones.

2. In 1997 New York, Office for technology was established and charged with coordinating New York State’s technology resources. It has six standing subcommittees that include: Business Applications, Local Government, Procurement, Best Practices, Network Infrastructure, and Geographic Information Systems. Its major projects include: Establishing a statewide IP network, implementing a comprehensive plan, restructuring the state’s data centers, “best practices” sessions, statewide legislation, cooperation with local governments, reviewing all purchases of technology, and participating in projects.


	Country
	Apr 2002
	Oct 2001
	Growth

	Ireland
	85%
	68%
	16%

	Sweden
	81%
	61%
	20%

	Finland
	70%
	66%
	4%

	Denmark
	69%
	59%
	11%

	Norway
	63%
	63%
	0%

	United Kingdom
	63%
	50%
	13%

	France
	61%
	49%
	13%

	Spain
	58%
	50%
	8%

	Portugal
	56%
	51%
	5%

	Greece
	54%
	39%
	15%

	Italy
	51%
	39%
	12%

	Iceland
	50%
	38%
	13%

	Austria
	49%
	40%
	9%

	Germany
	46%
	40%
	6%

	Belgium
	43%
	23%
	20%

	Netherlands
	42%
	37%
	5%

	Switzerland
	35%
	n. r.
	n. r.

	Luxemburg
	22%
	15%
	7%


Figure 4.1:
European e-Government services improving

Legend:
Apr 2002 – measurement in April 2002
Oct 2001 – measurement in October 2001
Growth – for the period of six months
n. r. – not in the research 

Comment:
Evaluation of electronic public services. 

Source:
[GEY2002] 

3. In 1998, Canada, an Information & Information Strategy was released, as a plan to invest in common infrastructure, set needed corporate policies, standards, and governance structure. It establishes strong corporate information and IT organization, with a Chief Information Officer on the head of it. Its duties are to manage the corporate plan and budget, develop corporate policies and standards, design and manage the architecture, and manage infrastructure services [Boyle2000]. Ontario Information & Information Technology Strategy focuses on aligning IT planning and business strategy across government, with respect to broad stakeholder interests, but the stress is put on the design from the perspective of the consumer, rather than government.

4. Late 1998, USA: National Partnership for Reinventing Government (NPR) came up with a two-year strategy for moving toward e-Government [Boyle2000]. Major barrier to e-Government is lack of reliable authentication services – paper ID card does not exist (driver’s license serves that purpose), and unique identifier is Social Security number.

5. In 1999, UK published its White Paper: Modernizing Government. Key themes of this work are [Boyle2000]:

· Electronic Procurement – making 90% of low-value government procurement electronic by April 2001;

· Government Business Processes – equivalence to written and digital documents;

· Service and Information Delivery – 25% by 2001, 50% by 2005, and 100% by 2008;

6. September the 28th, 1999, New Zealand: vision statement for e-Government in New Zealand, built upon the work of the Chief Executives’ Group on Information Management and Technology and the State Services Commission (SSC) [Boyle2000]. Main objectives defined by the year 2005: electronically registering, dealings with IRD online, all government forms available online, enabling people to have their say in the policy-making process, professional access to records of a person’s health information, recording change of address, and electronically posting transactions from offices and receiving documentation. Issues currently identified by the CE Working Group in New Zealand: leadership, strategy, focus on citizens, digital divide, governance, integration, resourcing, reskilling government, and the need for communication.

7. October the 1st, 1999, Malta: “Locality IT Supported Systems”, and Information Systems Strategic Plan for the Public Service. Following functional areas are considered: Government Portal, Public Key infrastructure, official Web-Site, individual Ministry web-sites, e-Gov services, and Service Delivery Channels.

8. November the 28th, 2000, Poland: Aims and Directions of the Information Society Development in Poland, document adopted by The Council of Ministries, concentrating on following categories: technical infrastructure, telecommunication and ICT services, present state and prospects for new ICT applications, implementation aspects, research areas, Polish IT staff, and information technology education.



Figure 4.2:
The United States

Legend:
FirstGov – official US government site

Comment:
The site shown in Figure could apply to federal or state level.

Address: 
www.firstgov.gov. 

4.5 Strategy Planning

Planning of is characterized with complexity and deep impact on society and it takes a completely different approach comparing to traditional business planning. In order to emphasis the importance of strategic planning in this area, it is necessary to understand the needs of “digital society” such as economical growth, politics in telecommunication, education (for citizens and authorities), and government services. Successful development asks for motivation arising (informing citizens of all activities, spending and results: same services and lower prices, more services for same price, and improved services), budget, result measuring, evaluation of development competency, contract and project managing, best practice usage, relationship managing (telephone service for technical support, help on the Web, FAQ services), and defining of technology [YUINFO2001].
We shall divide planning of e-Government into three major steps:

1. Executive appointment, one body or person that is held in charge of handling the project;

2. E-Government vision, defining clear and prospect vision of all services;

3. Global plan definition divided into following stages:
Stage I - Strategy (what should be done)
Stage II - Competency (what could be done)
Stage III - Implementation (what will be done).
Strategy planning should start with preparation of business strategy summary, good practice strategy, and current trends and current stage evaluation. For choosing business and e-Government targets, and project candidates we can use either a top-down or bottom-up approach. With respect to budgetary limitations, agency resources and the potential for the project to bring intended benefits and beneficiaries, we get project priority criteria evaluation.

Competency planning can be divided into government and users competency. Defining these competencies brings up questions such as:

1. What is our leader’s competency (understanding and involvement), legal readiness, are capable of handling with digital records, what is the stage of privacy and security (of system and transactions),and the competency of Central authority (CIO - Chief Information Officer).


Step 1: Identification of sustainable projects

Step 2: Value chain analysis



Step 3: Implementation




Step 4: Feedback and review

Figure 4.1:
Project case study

Comment:
Step 1: evaluation with respect to budgetary limitations, agency resources and the potential of the project. 

Step 2: what value a project can add to the current operations of an agency and what are the costs savings that project can introduce.

Step 3: dividing into discrete phases with clear and firm deadlines. 

Step 4: determining whether a project has met the goals that were outlined in its original plan, and whether costs and revenues were accurately forecasted.

Source:
[UM2000]

2. Is there a need for eye-to-eye contact among users, what are the cultural and language limitations, what are the possibilities for handicapped users, what is the average economical status, what are the geographical limitations (if any), and is there a need and desire for education among citizens. 

Implementation planning is based upon defining approach and priorities for global e-Government project and for subprojects. After certain approach is adopted and priorities are established we can move to evaluations and schedules. Steps of implementation planning are given in the Figure 4.3.




[image: image1]
Figure 4.2:
Strategy planning of e-Government


Comment:
Strategy planning starts with a meeting of e-Government authorities, based on previous research (input block), with important subject discussions (block in the middle), and its purpose is to define future projects and operations (output block).




Figure 4.3:
Implementation planning

Comment:
Good implementation plan means defining approach (meaning fast or efficient development) first, defining priorities secondly, and third step is project approval, selection, and evaluation.


Figure 4.4:
Best practices developed by the USA’s Firstgov.gov team [UNDPEPA,ASPA02]
4.6 Summary
Internal and external business processes are improving every day and getting closer to customer-centricity thanks to service delivery opportunities offered by new communications technologies, that modern governments are embracing. E-government is defined as: utilizing the Internet and the world-wide-web for delivering government information and services to citizens. [UNDPEPA,ASPA02]
In order to make e-Government a reality we need major changes in government organization, legislative regulations, technical support, and cultural and social behaviors. A long process of legislation to reorganize the traditional government model, of modification of existing statutory and regulatory requirements, brought foreword these changes with strong IT leadership and policy. 

E-Government has complex architecture with following segments: technical infrastructure, informational system, operating and security infrastructure, legal and political constrain, standards and protocols of networking, and applications. Technical infrastructure refers to the physical network beneath our applications, informational system to the system within which applications are running and where data is stored and organized, operating and security infrastructure to security control and monetary system, legal regulations are given within legal and political constrains, and the last but not the least standards and protocols are defining the use of Internet services. In the end, applications are divided into interactive service delivery, information gathering, digital democracy, and supplying, as well into classes such as:  G2G (Government to Government), G2B (Government to Business), G2E (Government to Employees), and G2C (Government to Citizen).

Most of the countries are still in the early stage in the shift to government online, and therefore it is highly unlikely that there is a “recipe” for its successful development and implementation. Planning of e-Government can be divided into three major steps: executive appointment, e-Government vision, and global plan definition (consisting of competency evaluation, strategy definition, and implementation planning).
4.7 Problems

1. Try to design a web form that contains the following controls: a) name  (Text box); b) address (Text box); c) age (Text box); d) Mr. / Mrs. / Miss (Radio button group); and e) reset and submit buttons. Enhance the form so that the user can not submit the form if some of the fields is left empty or contains a non-valid value. Provide a message in these cases.

2. Try to develop a servlet that accepts the submitted page from previous exercise, and returns a page with a reply to the user. Enhance the servlet so that it inserts a new record into the database table of the users with the submitted data.

3. After setting up your own Web sight try searching for it using some index-based search engine. Measure how long it will take until your Web sight is visible.

4. Make the same search with some links-based search engine and compare the results.

5. Find out about the services your Government is offering to you online and see if you can order a birth certificate or similar document. Now try to get the same paper directly from your town hole and compare the time spent on each of these tasks.

6. Try sending a message to a non-existing address and see if your Internet provider will inform you of mistake and how long it will take him to respond.

7. Think of an algorithm for encrypting and decrypting together with your friend, and then send him an encrypted message. See if he will be able to decrypt it.

8. Now ask your friend to send you an message encrypted with the same algorithm, but with a key that is not known to you. See if you will be able to decrypt the message.

9. Think of a service not yet provided by your e-Government, that would be of use to citizens, and send an e-mail to authorities in your town.

10. Try setting up your own e-Business with minimal investments. See if you will be able to refund your investment. Did you follow our instructions in choosing and developing your project?
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System Architecture Best Practices


! Design systems around a secure paradigm


! Promote standards-based open systems


! Ensure scalability


! Strive for modularity


! Be aware of customer needs


! Anticipate integration needs


! Ensure fault tolerance


! Understand and manage risk


! Constantly re-evaluate system �architecture needs


FirstGov.gov Linking Policy


! Official government-owned or supported site


! Official government information/ services


! Complements existing information and services


! Accessible and applicable to a wide audience


! Relevant and useful for customers


! Accurate and current


! Consistent with privacy and security policies


! User-friendly


! Highly desirable:


! Crosses agency or intergovernmental boundaries


! Enables online transactions


! Includes ability to interact with gov.
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Web Content Best Practices


! Define purpose of website


! Define your audience(s)


! Focus on audience, not on your organization or program names


! Provide audience interaction and listen to your audience


! Respond to customers


! Continue to define your audience


! Offer information/services in different ways/paths


! Avoid duplication and confusion - develop once, then use many times


! Get forms and services online; 3-Click rule for common services/information


! Structure content to make it scan-able; avoid long scrolling pages


! Create consistent navigation


! Create consistent look and feel


! Partner with organizations, agencies, states and localities


! Write for the web; Use Plain Language


! Determine style guide and use consistent style


! Keep content up-to-date; Check often for broken links


! Create linking, security and privacy policies and post them on your site


! Make site accessible and usable for persons with disabilities


! Test your site in browsers and levels of machines


! Check back often with your customers - and use their input
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